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- event-based formal specification languages
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- basic entities: actions and processes
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Process Algebras

- event-based formal specification languages
- basic entities: actions and processes

. processes
evolve by performing actions
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Process Algebras

- event-based formal specification languages
- basic entities: actions and processes

. processes
evolve by performing actions
are composed using operators
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Examples of Process Algebras

CSP
CCS

CirCal —
Lotos —

ACP

Communicating Sequential Processes
Calculus of Communicating Systems
Circuit Calculus

Language of Temporal Ordering Specs
Algebra of Communicating Processes
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The Concurrency Workbench of New Century
(CWB-NC) supports
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Concurrency Workbench

The Concurrency Workbench of New Century
(CWB-NC) supports

- modelling using several process algebras:
CCS and some extensions, Lotos, CSP

. Simulation
- model-checking
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Starting CWB-NC

shel | >
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Starting CWB-NC

shel | >cwb-nc csp

The Concurrency Wirkbench of the New Ce
(Version 1.2 --- June, 2000)

cwn- nc>
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Starting CWB-NC

shel | >cwb-nc csp

The Concurrency Wirkbench of the New Ce
(Version 1.2 --- June, 2000)

cwn- nc>| oad at m machi ne. csp
Execution tine (user,systemagc,real): (0
CWn- nc>
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Starting CWB-NC

shel | >cwb-nc csp

The Concurrency Wirkbench of the New Ce
(Version 1.2 --- June, 2000)

cwn- nc>| oad at m machi ne. csp
Execution tine (user,systemagc,real): (0
cwn- nc>hel p

Aval | abl e CAB- NC commands ar e:
caching {on | off}
cat 1dentifier
cd directory
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CSP Notation

Communication Sequential Processes
Actions: a, b, ¢, ...
Processes: P, Q, R, ...
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CSP Notation

Communication Sequential Processes
Actions: a, b, ¢, ...
Processes: P, Q, R, ...
Basic Operators
Prefix: — P=a—-0Q, Q=c—P

P) ©
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CSP Notation

Communication Sequential Processes
Actions: a, b, ¢, ...
Processes: P, Q, R, ...
Basic Operators
Prefix: — P=a—-0Q, Q=c—P
Choice: || R=(a— P)|[(b— Q)
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CSP Notation

Communication Sequential Processes
Actions: a, b, ¢, ...

Processes: P, Q, R, ...

Basic Operators

Prefix: — P=a—0Q, Q=c—P
Choice: || R=(a— P)||(b— Q)
Parallel: | RS S=b—T, T=a—->T
a
GRCNICUG
C
a\ /b 5
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CSP Notation

Communication Sequential Processes

Actions: a, b, c, ...

Processes: P, Q, R, ...

Basic Operators

Prefix: —
Choice: ||

Parallel:
a

R

P=a—0Q, Q=c—P
R=(a—P)[|(b— Q)

'S S=b—-T, T=a—->T

PLQ I &= _©

C
a\ /b

] C
3 b
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CSP Notation

Communication Sequential Processes
Actions: a, b, ¢, ...

Processes: P, Q, R, ...

Basic Operators

Prefix: — P=a—0Q, Q=c—P

Choice: || R=(a— P)||(b— Q)

Parallel: | RIS S=b—T, T=a—-T
a a
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CSP Notation

Communication Sequential Processes

Actions: a, b, c, ...

Processes: P, Q, R, ...

Basic Operators
Prefix: —
Choice: ||

Parallel: ||

P=a—0Q, Q=c—P
R=(a—P)[|(b— Q)

RS S=b—T, T=a—T

s = (V] 12

L
3 b
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CWB-NC SyntaxR andS
°P=a—Q, Q=c—P, R=(a—P)||(b— Q)

oroc P a -> Q
oroc Q=c¢ -> P
oroc R=a ->P[] b->0
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CWB-NC SyntaxR andS

P=a—0Q, Q=c—P, R=(a—P)|](b— Q)
oroc P =a -> Q

oroc Q=c¢ -> P

oroc R=a ->P[] b ->0Q

S=b—-T, T=a—T

proc S=Db ->T
proc T =a ->1
a

T
e
mC%
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CSP: Synchronisation Set

a a

¥ 2
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CSP: Synchronisation Set

X=R || S= X=R||{a,b} ||S

a a

¥ 2

T
e
mC%



SEFM School, Pisa, Italy, 9 Sep 2010 Contents |[FormTool | ATM | HCI|| ModHB/||IATM-Rev | CognErr | Attent | Hist | TaskFail ||ATC | Refs

CSP: Synchronisation Set

X=R | S= X=R[[{a,b}[|S
sync ab={a,b} = X=R||sync ab||S

a a

¥ 2

T
e
mC%
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CSP: Synchronisation Set

X=R | S= X=R[[{a,b}[|S
sync ab={a,b} = X=R||sync ab||S

set sync-ab = { a,b }
proc X = R[] sync-ab |] S

a a

¥ 2

T
e
mCiﬁ%
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CSP: Non-Determinism

X=R]|{a,c}[|S

proc Xac = R[| {a,c} |] S

X @

T
e
mC%
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CSP: Non-Determinism

X=R]|{a,c}[|S

proc Xac = R[| {a,c} |] S
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CSP: Deadlock

X=R[|{ac}|[|S

proc Xac = R[| {a,c} |] S

X @

T
e
mC%
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CSP: Deadlock

X=R[|{ac}|[|S

proc Xac = R[| {a,c} |] S

~

o T
Ii

R@
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CSP: Deadlock

X=R[|{ac}|[|S

proc Xac = R[| {a,c} |] S

Q
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CSP: Deadlock

X=R[|{ac}|[|S

proc Xac = R[| {a,c} |] S

&)
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CSP: Deadlock

X=R[|{ac}|[|S

proc Xac = R[| {a,c} |] S
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CSP: Deadlock

X=R[|{ac}|[|S

proc Xac = R[| {a,c} |] S
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ATM Example

A. Cerone, UNU-IIST — p.13/10



SEFM School, Pisa, Italy, 9 Sep 2010 |Contents|/|[FormTool | ATM/| HCI | ModHB! | ATM-Rev!| CognErr ||Attent | Hist | TaskFail | ATC||Refs
Example: ATM Machine
Informal Specification

An ATM machine requires a user to
- Insert a bank card,;
- enter the right pin for that card

A. Cerone, UNU-IIST — p.14/10
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Example: ATM Machine

Informal Specification

An ATM machine requires a user to
- Insert a bank card,;
- enter the right pin for that card
Then the machine.
- delivers the cash to the user;
- returns the bank card to the user;

- walits that the user has collected cash and
card before being ready for a new transaction.
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Example: ATM Machine

Q card_in =©

Insert a bank card
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Example: ATM Machine

Q card_in=C pin C

enter the right pin for that card
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Example: ATM Machine

cash_out

Q card_in i pin

delivers the cash to the user
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Example: ATM Machine

coll_cash Q

cash_out

Q card_in i pin

walits that the user has collected cash
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Example: ATM Machine

coll_cash ;
cash_out card_out
Q card_in i pin

returns the bank card to the user
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Example: ATM Machine

coll cash
cash_out card_out
card |n pin col card

waits that the user has collected card
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Example: ATM Machine

coll cash
cash_out card_out
card |n pin col card

ready

be ready for a new transaction
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Example: ATM Machine

coll_cash
cash_out card_out
card_in pin coll_card

ready

Y
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ATM: CWB-NC Code

CSP Model

proc Machine = ready -> card.in
-> pin -> cash_out -> Cash@ ven

A. Cerone, UNU-IIST — p.16/10°



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

ATM: CWB-NC Code

CSP Model

proc Machine = ready -> card.in
-> pin -> cash_out -> Cash@ ven

proc CashG ven = coll _cash
-> card_out -> CardReturned
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ATM: CWB-NC Code

CSP Model

proc Machine = ready -> card.in
-> pin -> cash_out -> Cash@ ven

proc CashG ven = coll _cash
-> card_out -> CardReturned

proc CardReturned = coll _card -> Machi ne

A. Cerone, UNU-IIST — p.16/10
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Simulation with CWB-NC

cwn- nc=
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Simulation with CWB-NC

cwn- nc>| oad at m machi ne. csp
Execution tine (user,systemagc,real): (0
CWn- nc>
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Simulation with CWB-NC

cwn- nc>| oad at m machi ne. csp

Execution tine (user,systemagc,real): (0
cwn- nc>si m Machi ne
Machi ne

1: -- ready --> card. n->cash_out->Casf
cwb- nc- si np
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Simulation with CWB-NC

cwn- nc>| oad at m machi ne. csp

Execution tine (user,systemagc,real): (0
cwn- nc>si m Machi ne

Machi ne

1: -- ready --> card. n->cash_out->Casf
cwb- nc-si npl

card_i n- >cash_out - >Cash@ ven

1: =-- card.ian --> cash_out->Cash@ ven
cwb- nc-si np
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Simulation with CWB-NC

cwn- nc>| oad at m machi ne. csp
Execution tine (user,systemagc,real): (0
cwn- nc>si m Machi ne
Machi ne
1: -- ready --> card. n->cash_out->Casf
cwb- nc-si npl
card_i n- >cash_out - >Cash@ ven
1: -- card.in --> cash_out->Cash@ ven
CWo- nc- sl m>qui t

Execution tine (user,systemgc,t
cwb- nc>
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Simulation with CWB-NC

cwn- nc>| oad at m machi ne. csp
Execution tine (user,systemagc,real): (0
cwn- nc>si m Machi ne
Machi ne
1: -- ready --> card. n->cash_out->Casf
cwb- nc-si npl
card_i n- >cash_out - >Cash@ ven
1: -- card.in --> cash_out->Cash@ ven
CWo- nc- sl m>qui t

Execution tine (user,systemgc,t
cwb- nc>qui t
shel | >
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ATM Machine: Exercises
Modify the ATM

1. to allow a customer to choose between
. cash withdrawal, and
. statements printing
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ATM Machine: Exercises
Modify the ATM

1. to allow a customer to choose between
. cash withdrawal, and
. Statements printing

2. to take back card and/or cash if they are not
collected by the customer within a given time

A. Cerone, UNU-IIST — p.18/10°
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ATM Machine: Exercises
Modify the ATM

1. to allow a customer to choose between
. cash withdrawal, and
. Statements printing

2. to take back card and/or cash if they are not
collected by the customer within a given time

3. 142
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ATM Specification

Informal Specification

An ATM machine requires a user to
- Insert a bank card
- enter the right pin for that card
Then the machine
- delivers the cash to the user
. returns the bank card to the user

- walits that the user has collected cash and
card before being ready for a new transaction.
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ATM Spec: “requires” part
cash delivered to the user
requires

bank card inserted
and

right pin for that card entered
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ATM Spec: “requires” part
cash delivered to the user
requires

bank card inserted
and
right pin for that card entered

casn_out requires ( card_in and pin)
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ATM Spec: “requires” part
cash delivered to the user
requires

bank card inserted
and
right pin for that card entered

cash_out requires card_in

A. Cerone, UNU-IIST — p.20/10
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ATM Spec: “requires” part

cash delivered to the user
requires

bank card inserted

and

right pin for that card entered
cash_out requires card_in

( ( not cash_out ) until card_in)
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ATM Spec: “requires” part
cash delivered to the user
requires

bank card inserted
and
right pin for that card entered

cash_out requires card_in

( ( not cash_out ) until card_in)
after the machine is ready
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ATM Spec: “requires” part

cash delivered to the user
requires

bank card inserted
and
right pin for that card entered

cash_out requires card_in

( ( not cash_out ) until card_in)
after the machine is ready

VO(ready — ((—casn_out)U card_in))
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Missing Part
Informal Specification

An ATM machine requires a user to
- Insert a bank card
- enter the right pin for that card
Then the machine
- delivers the cash to the user
. returns the bank card to the user

- walits that the user has collected cash and
card before being ready for a new transaction.
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ATM Spec: “allows” part

If

e bank card inserted
e right pin for that card entered

then

e cash delivered to the user
before the machine Is ready again

e card returned to the user
before the machine is ready again

¢ the user has to collect the cash
before the machine Is ready again

¢ the user has to collect the card
before the machine Is ready again

A. Cerone, UNU-IIST — p.22/10°



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

ATM Spec: “allows” part

o If
bank card inserted and
right pin for that card entered
then
cash delivered to the user
before the machine Is ready again

e card returned to the user
before the machine is ready again

¢ the user has to collect the cash
before the machine Is ready again

¢ the user has to collect the card
before the machine Is ready again
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ATM Spec: “allows” part

o If

bank card inserted and later
right pin for that card entered

or
right pin for that card entered and later
bank card inserted

then
cash delivered to the user

before the machine is ready again
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ATM Spec: “allows” part

o If

bank card inserted and later
right pin for that card entered

or
right pin for that card entered and later
bank card inserted

then
cash delivered to the user

before the machine is ready again

VO((card_in A ((—ready) U pin)
— ((—ready)U cash_out)) Vv
(pin A ((—cash_out) U card_in)
— (—ready) U cash_out))
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ATM Spec: “allows” part

e card returned to the user
before the machine is ready again
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ATM Spec: “allows” part

e card returned to the user
before the machine is ready again

vVO(card_in — ((—ready) U card_out))
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ATM Spec: “allows” part

e card returned to the user
before the machine is ready again

vVO(card_in — ((—ready) U card_out))

¢ the user has to collect the cash
before the machine Is ready again

A. Cerone, UNU-IIST — p.24/10



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

ATM Spec: “allows” part

e card returned to the user
before the machine is ready again

vVO(card_in — ((—ready) U card_out))

¢ the user has to collect the cash
before the machine Is ready again

vV O(cash_out — ((—ready)U coll_cash))
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ATM Spec: “allows” part

e card returned to the user
before the machine is ready again

vVO(card_in — ((—ready) U card_out))

¢ the user has to collect the cash
before the machine Is ready again

vV O(cash_out — ((—ready)U coll_cash))

e the user has to collect the card
before the machine is ready again
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ATM Spec: “allows” part

e card returned to the user
before the machine is ready again

vVO(card_in — ((—ready) U card_out))

¢ the user has to collect the cash
before the machine Is ready again

vV O(cash_out — ((—ready)U coll_cash))

e the user has to collect the card
before the machine is ready again

vV O(card_out — ((—ready)U coll_card))
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Model-checking

< Model
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Model-checking

< Model

@pecification
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Model-checking

< Model

@pecification

N

Model
Checker

>/

\
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Model-checking

< Model ) - - Yes
Model
Checker

2
O
D
O
=N
O
Q
=
NGV
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Model-checking

< Model ) - - Yes
Model
Checker

2
O
D
O
=N
O
Q
=
NGV
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Model-checking

< Model ) - - Yes
Model
Checker

2
O
D
O
=N
O
Q
=
NGV
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Model-checking

- Yes

{ Model

@pecification

N

Model
Checker

NGV
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Model-checking

- Yes

< Model
@pecification

N

Model
Checker

NGV
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HCI Concepts
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HCI and Interactive Systems

Humans (Users) interact with Computers
- to achieve goals
- by performing tasks
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HCI and Interactive Systems

Humans (Users) interact with Computers

- to achieve goals

- by performing tasks
Inteactive Systems are designed to assist user
User: first priority in the requirements
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HCI and Interactive Systems

Humans (Users) interact with Computers

- to achieve goals

- by performing tasks
Inteactive Systems are designed to assist user
User: first priority in the requirements

Need to understand
- capabillities
- [Imitations

of the user
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Relevant Human Aspects

(which have a bearing with Computer Systems)

- how humans perceive the world around them
- how they store information and solve problems

- how they physically manipulate objects
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Relevant Human Aspects

(which have a bearing with Computer Systems)

- how humans perceive the world around them
- how they store information and solve problems

- how they physically manipulate objects

— (simplified) model of human processing
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Relevant Human Aspects

(which have a bearing with Computer Systems)

- how humans perceive the world around them
- how they store information and solve problems

- how they physically manipulate objects

— (simplified) model of human processing
based on

- Computer Analogy
- Information Processing Theory
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Computer Analogy

Computers take a symbolic input, recode it, make decisions about the
recoded input, make new expressions from it, store some or all of the
input, and

By analogy that is what most cognitive psychology is about.

It is about how most people take in information, how they recode and
remember it, how they make decisions, how they transform their
internal knowledge states, and how they

[Lachman et al. 79]
R. Lachman, J. L. Lachman, E. C. Butterfield.
Cognitive Psychology and Information Processing.

Lawrence Erlbaum, 1979.
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Organisational Level Analogy

- Central Processing Unit analogous to the
mechanism responsible for mental operations
to manipulate information

- Information Store analogous to long-term
memory

- Information Buffer analogous to short-term
memory
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Organisational Level Analogy

- Central Processing Unit analogous to the
mechanism responsible for mental operations
to manipulate information

- Information Store analogous to long-term
memory

- Information Buffer analogous to short-term
memory

humans are also influenced
by external factors, such as social and organisa-
tional environment.
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Information Processing Theory

- Behaviourism: Psychology should be based
solely on observable events, with no
mentalistic concepts
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Information Processing Theory

- Behaviourism: Psychology should be based
solely on observable events, with no
mentalistic concepts

- Information Processing defines models to
characterise the nature of mental processes
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Information Processing Theory

- Behaviourism: Psychology should be based
solely on observable events, with no
mentalistic concepts

- Information Processing defines models to
characterise the nature of mental processes

based on computer analogy
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Information Processing Theory

- Behaviourism: Psychology should be based
solely on observable events, with no
mentalistic concepts

- Information Processing defines models to
characterise the nature of mental processes
based on computer analogy

use experiments based on

- analysis of response

- Subjective analysis

to confirm and extend the theory
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Model Human Processor

developed by Card, Moran and Newell in
[Card et al. 83], consists of:

- perceptual system handling sensory stimulus
form the outside world

- motor system which control actions

. cognitive system which connects the other two
subsystems
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Model Human Processor

developed by Card, Moran and Newell in
[Card et al. 83], consists of:

- perceptual system handling sensory stimulus
form the outside world

- motor system which control actions

. cognitive system which connects the other two
subsystems

each equiped with its own processor and
memory (short-term and long-tem).

A. Cerone, UNU-IIST — p.32/10°
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Model Human Processor

developed by Card, Moran and Newell In
[Card et al. 83], consists of:

- perceptual system handling sensory stimulus
form the outside world

- motor system which control actions

. cognitive system which connects the other two
subsystems

each equiped with its own processor and
memory (short-term and long-tem). In addition

- principles of operation dictates the behaviour
of the system under certain conditions
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Simplified Generic Model

A human system is an intelligent information
processing system
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Simplified Generic Model

A human system is an intelligent information
processing system consisting of:

- Input-Output: senses and responders (or
effectors)
Involves some low-level processing
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Simplified Generic Model

A human system is an intelligent information
processing system consisting of:

- Input-Output: senses and responders (or
effectors)
Involves some low-level processing

- Memory (short-term and long-tem)
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Simplified Generic Model

A human system is an intelligent information
processing system consisting of:

- Input-Output: senses and responders (or
effectors)
Involves some low-level processing

- Memory (short-term and long-tem)

- Processing
problem solving
learning
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Simplified Generic Model

A human system is an intelligent information
processing system consisting of:

- Input-Output: senses and responders (or
effectors)
Involves some low-level processing

- Memory (short-term and long-tem)

- Processing
problem solving
learning and consequentely
making mistakes
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User Knowledge

- goal
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User Knowledge

- goal

- about task
actions to perform it
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User Knowledge

- goal

- about task
actions to perform it
(possibly) structure of the set of actions
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User Knowledge

- goal

- about task
actions to perform it
(possibly) structure of the set of actions

Independently of a specific
computer/machine/interface
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User Knowledge

- goal

- about task
actions to perform it
(possibly) structure of the set of actions
Independently of a specific
computer/machine/interface
- about machine
expertise acquired through use/training
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User Knowledge

- goal

- about task
actions to perform it
(possibly) structure of the set of actions
Independently of a specific
computer/machine/interface
- about machine
expertise acquired through use/training
mental model
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User Actions

- mental processing structured set of actions
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User Actions

- mental processing structured set of actions

- Interaction
driven by the mental model
triggered by the machine
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User Actions

- mental processing structured set of actions

- Interaction
driven by the mental model
triggered by the machine

iInvolve the use of human memory
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Human Memory

Sensory Memories

Short-term Memory
or
Working Memory

Long-term Memory
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Human Memory

Sensory Memories

Iconic

Echoic

Haptic

Short-term Memory
or
Working Memory

Long-term Memory
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Human Memory

Sensory Memories

Iconic

Echoic

Haptic

information persists
for < 500 ms

Short-term Memory
or
Working Memory

Long-term Memory
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Human Memory

Sensory Memories information persists
for < 500 ms

Iconic | |[Echoic||Haptic

Short-term Memory

> or
Attention :
Working Memory
focuses on
selected information only
)

Long-term Memory
level of arousal

A. Cerone, UNU-IIST — p.36/10



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

Human Memory

Sensory Memories information persists
for < 500 ms

Iconic | |[Echoic||Haptic

Short-term Memory . _
limited capacity: ~ 7 + 2 chunks

> or rapid access: ~ 70 ms
Working Memory rapid decay: ~ 200 ms

Attention

focuses on
selected information only

i

level of arousal

Long-term Memory
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Human Memory

Sensory Memories

Iconic | |[Echoic||Haptic

information persists
for < 500 ms

completion of task

Closure = successful |: _
formation of chuncks

Short-term Memory
or
Working Memory

P
Attention
focuses on
selected information only
i

level of arousal

limited capacity: ~ 7 + 2 chunks
rapid access: ~ 70 ms
rapid decay:. ~ 200 ms

Long-term Memory
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Human Memory

Sensory Memories

Iconic | |[Echoic||Haptic

information persists
for < 500 ms

completion of task

Closure = successful |: _
formation of chuncks

Short-term Memory
or
Working Memory

P
Attention
focuses on
selected information only
i

level of arousal

limited capacity: ~ 7 + 2 chunks
rapid access: ~ 70 ms
rapid decay:. ~ 200 ms

Long-term Memory
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Human Memory

Sensory Memories information persists
for < 500 ms

Iconic | |[Echoic||Haptic

completion of task
Closure = successful |: _
formation of chuncks

Short-term Memory

limited capacity: ~ 7 + 2 chunks
> or rapid access: ~ 70 ms

Working Memory rapid decay: ~ 200 ms

Attention

focuses on
selected information only

i

level of arousal

Long-term Memory

Rehearsal

after a few seconds
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Human Memory

Sensory Memories

Iconic | |[Echoic||Haptic

information persists
for < 500 ms

completion of task

Closure = successful |: _
formation of chuncks

Short-term Memory
or
Working Memory

limited capacity: ~ 7 + 2 chunks
rapid access: ~ 70 ms
rapid decay:. ~ 200 ms

P
Attention
focuses on
selected information only
i

level of arousal

Rehearsal

after a few seconds

Long-term Memory

huge or unlimited capacity
slow access: ~ 100 ms

little decay A. Cerone, UNU-IIST — p.36/10°
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Human Memory

Sensory Memories

Iconic | |[Echoic||Haptic

information persists
for < 500 ms

completion of task
Closure = successful |: _
formation of chuncks

Short-term Memory . _
limited capacity: ~ 7 + 2 chunks

or rapid access: ~ 70 ms
Working Memory rapid decay: ~ 200 ms

P
Attention
focuses on
selected information only
i

level of arousal

Long-term Memory

Rehearsal Episodic |__,|Semantic

after a few seconds

huge or unlimited capacity
slow access: ~ 100 ms

little decay A. Cerone, UNU-IIST — p.36/10°
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Modelling Human Behaviour

ATM Example Revisited
Cognitive Errors

Attention
History of Formal HCI
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Goals, Actions, Closure

Goal action

precond; — action;
{ ) .
closure
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Goals, Actions, Closure

Goal action

precond; ~— action,
AN

closure

Y

closure

Other actions ﬂ precond

)

closure
closure

action;

Y
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Goals, Actions, Closure

Goal action _
action;
E closure ?
Other actions closure ﬂ _
action;
closure

A. Cerone, UNU-IIST — p.38/10
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ATM: User

coll_casn

cash_out card_out

card_in pin coll_card

ready
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ATM: User

card_in
R—_
closure
closure
coll_casn
cash_out card_out
card_in pin coll_card

ready
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ATM: User

card_in
R—_
closure
closure

) - )

closure
closure
coll_casn
cash_out card_out
card_in pin coll_card

ready

A—€erfne, UNU-IIST — p.39/10
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ATM: User

card. in ‘ casILout=© col I_cash=
R—_
closure closure
closure

) - )

closure
closure
coll_casn
cash_out card_out
card_in pin coll_card

ready

A—€erfne, UNU-IIST — p.39/10
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ATM: User

card_in casILout=© col I_cash=
R—_
closure closure
closure closure ﬂ 4 out
. card_ou
pin | @ coll_card
) ( closure
closure closure
closure
coll_casn
cash_out card_out
card_in pin coll_card

ready

A—€erfne, UNU-IIST — p.39/10
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ATM: User

card_in J ) casnout ~ coll_casn
) -
closure closure
closure closure ﬂ 4 out
. card_ou
pin o @ coll_card
° ) ( closure
closure closure
closure
coll_casn
cash_out card_out
card_in pin coll_card

( ready )
A—cerone, UNU-IIST — p.39/10
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ATM: User

card_in J ) casnout ~ coll_casn
) -
closure closure
closure closure ﬂ 4 out
. card_ou
pin o @ coll_card
° ) ( closure
closure closure
closure
coll_casn
cash_out card_out
card_in pin coll_card

( ready )
A—cerone, UNU-IIST — p.39/10
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ATM: Interaction 1

( card i n> )\ casnout ~ coll_cash
o T \_/
closure closure
closure closure ﬂ 4 out
. card_ou
pin o @ coll_card
° ) ( closure
closure closure
closure
coll_casn
cash_out card_out
. ( card_in ) pin coll_card

ready
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ATM: Interaction 1

( card i n> )\ casnout ~ coll_cash
) (@ \_/
closure closure
closure closure ﬂ 4 out
. card_ou
pin o @ coll_card
° ) ( closure
closure closure
closure
coll_casn
cash_out card_out
( card_in ) . pin coll_card

ready

A—€erone, UNU-IIST — p.40/10
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ATM: Interaction 2

card_in o, casnout ~ coll_casn
R—C) -
closure closure
closure closure ﬂ 9
car —OUt= coll_card
° ) ( >
closure
cI osure closure
closure
C\ coll_casn
-/
cash_out card_out
card in coll_card
N

ready
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ATM: Interaction 2

card_in o, casnout ~ coll_casn
R—C) -
closure closure
closure closure ﬂ 4 out
. card_ou
pin o @ coll_card
) L ® closure
closure closure
closure
C\ coll_casn
-/
cash_out card_out
card in coll_card
\__/

ready

A—€erone, UNU-IIST — p.41/10
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ATM: Interaction 3

card. in :> . G:asILouDQ coILcash=
), e
closure closure

closure closure ﬂ 4 out
. card_ou
pin o @ coll_card

) L ® closure

closure closure

closure
coll_casn
<cash_ouD card_out
card_in pin coll_card

ready
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ATM: Interaction 3

cash_out /.\@ol I_cas@

card_in
R—C)
closure closure
closure closure ﬂ 9
pin . )car —OUt=(/\ coll_card
) L ® closure
closure closure
closure
6oll_cas®
o >
cash_out card_out
card_in pin coll_card
ready

A—€erone, UNU-IIST — p.42/10
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ATM: Interaction 3

casILout=/\@oI I_cas@ .

card_in
R—C)
closure closure
closure closure ﬂ 9
pin . )car —OUt=(/\ coll_card
) L ® closure
closure closure
closure
6oll_cas®
~ @
cash_out card_out
card_in pin coll_card
ready

A—€erone, UNU-IIST — p.42/10
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ATM: Interaction 4

card_in casnout ~ coll_casn ~
R—C) -
closure closure
closure closure ﬂ 1 out
] (card_out)
pin o) @ coll_card
) L ® closure
closure closure
closure
coll_cash
~ @
cash_out @ard_ouD
card_in pin coll_card

ready
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ATM: Interaction 4

card_in casnout ~ coll_casn ~
) o) N\

" closure closure

closure closureﬂ 4 out
. card_ou
pin ) 7@( coll_card)
) L ® closure
closure closure
closure
coll_casn
cash_out card_out
card_in pin ) \coll_card)
ready

A—€erone, UNU-IIST — p.43/10
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ATM: Interaction 4

card_in casnout ~ coll_casn ~
) o) N\

" closure closure

closure closureﬂ 4 out
. card_ou
pin ) 79( coll_card)~—
) L ® closure
closure closure
closure
coll_casn
cash_out card_out
card_in pin (coll_card)
ready

A—€erone, UNU-IIST — p.43/10
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ATM: Closure

card_in cash_out /\coll _Casn

4%@ osure) (d osur@

closure closure N 4 out
. card_ou
pin | 79 coll_card
) C’) closur
[ closure ) closure )
closure
coll_casn
cash_out card_out
card_in pin coll_card

( ready )
A—cerone, UNU-IIST — p.44/10
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ATM: Closure

card_in J ) casnout ~ coll_casn
) -
closure closure
closure closure ﬂ 4 out
. card_ou
pin o @ coll_card
° ) ( closure
closure closure
closure
coll_casn
cash_out card_out
card_in pin coll_card

( ready )
A—cerone, UNU-IIST — p.44/10
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ATM: Post-completion Error

card_in casnout ~ coll_casn ~
R—C) -
closure closure
closure closure ﬂ 1 out
] (card_out)
pin o) @ coll_card
) L ® closure
closure closure
closure
coll_cash
~ @
cash_out @ard_ouD
card_in pin coll_card

ready
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ATM: Post-completion Error

card_in casILout=© coII_casrl
— O
closure closure
closure closure m' 1 out
. | v(card_out)
oin | @ coll_card
), ( closure
closure closure
closure
coll_cash
~ @
cash_out @ard_ouD
card_in pin coll_card

ready

A—€erone, UNU-IIST — p.45/10



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

ATM: Post-completion Error

card_in J ) casnout ~ coll_casn
) -
closure closure
closure closure ﬂ 4 out
. card_ou
pin o @ coll_card
° ) ( closure
closure closure
closure
coll_cash
cash_out card_out
card_in pin coll_card

ready

A—€erone, UNU-IIST — p.45/10
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ATM: Correct Machine

card_in J ) casnout ~ coll_casn
) -
closure closure
closure closure ﬂ 4 out
. card_ou
pin o @ coll_card
° ) ( closure
closure closure
closure
coll_casn
cash_out card_out
card_in pin coll_card

ready
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ATM: Correct Machine

card_in J ) casnout ~ coll_casn
) -
closure closure
closure closure ﬂ 4 out
. card_ou
pin o @ coll_card
° ) ( closure
closure closure
closure
coll_card
card_out cash_out
card_in pin coll_cash

ready

A—€erone, UNU-IIST — p.46/10
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Cognitive Errors

- Post-completion
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Cognitive Errors

- Post-completion
- Impatiance
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Cognitive Errors

- Post-completion
- Impatiance

- Habituation
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Cognitive Errors

- Post-completion
- Impatiance

- Habituation =— security violations
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Cognitive Errors

- Post-completion
- Impatiance

- Habituation =— security violations

Thomas Anung Basuki, Antonio Cerone, Andreas Griesmayer and Rudolf
Schlatte. Model-Checking User Behaviour Using Interacting Components.

Formal Aspects of Computing, Vol. 21, No. 6, Springer, 2009.

A. Cerone, UNU-IIST — p.47/10
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Cognitive Errors

- Post-completion
- Impatiance

- Habituation =— security violations

Thomas Anung Basuki, Antonio Cerone, Andreas Griesmayer and Rudolf
Schlatte. Model-Checking User Behaviour Using Interacting Components.

Formal Aspects of Computing, Vol. 21, No. 6, Springer, 2009.

- Limited Expertise
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Cognitive Errors

- Post-completion
- Impatiance

- Habituation =— security violations

Thomas Anung Basuki, Antonio Cerone, Andreas Griesmayer and Rudolf
Schlatte. Model-Checking User Behaviour Using Interacting Components.

Formal Aspects of Computing, Vol. 21, No. 6, Springer, 2009.

- Limited Expertise = security violations

Antonio Cerone and Norzima Elbegbayan. Model-checking Driven Design

of Interactive Systems. ENTCS 183, Elsevier, pages 3-20, 2007.

A. Cerone, UNU-IIST — p.47/10
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Habituation: Exercises

1. Define a constraint that makes a user
habituated to input the pin before inserting the
card
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Habituation: Exercises

1. Define a constraint that makes a user
habituated to input the pin before inserting the
card

2. Define a constraint that may eventually make
a user habituated to input the pin before
Inserting the card

A. Cerone, UNU-IIST — p.48/10°
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Closure: Exercise

How do you define the closure when you have
more than one goal?

Model actions and closure for an ATM that allows
to choose between

. cash withdrawal, and
. Statements printing

A. Cerone, UNU-IIST — p.49/10
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Attention

- selective attention
(sensory memories = short-tem memory)
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Attention

- selective attention
(sensory memories = short-tem memory)

- aftention automaticity
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Attention

- selective attention
(sensory memories = short-tem memory)

- aftention automaticity
- Models of Attention

Norman and Shallice’s Model

A. Cerone, UNU-IIST — p.50/10
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Attention

- selective attention
(sensory memories = short-tem memory)

- aftention automaticity
- Models of Attention

Norman and Shallice’s Model
- most responses: fairly automatic control
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Attention

- selective attention
(sensory memories — short-tem memory)

- aftention automaticity
- Models of Attention

Norman and Shallice’s Model
- most responses: fairly automatic control
- routine of responses

A. Cerone, UNU-IIST — p.50/10
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Attention

- selective attention
(sensory memories — short-tem memory)

- aftention automaticity
- Models of Attention

Norman and Shallice’s Model

- most responses: fairly automatic control
- routine of responses
- clash between routine activities

— contention scheduling

A. Cerone, UNU-IIST — p.50/10
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Attention

- selective attention
(sensory memories — short-tem memory)

- aftention automaticity
- Models of Attention

Norman and Shallice’s Model
- most responses: fairly automatic control
- routine of responses
- clash between routine activities
— contention scheduling
- routine activities
— attention

A. Cerone, UNU-IIST — p.50/10
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Attention

- selective attention
(sensory memories — short-tem memory)

- aftention automaticity
- Models of Attention

Norman and Shallice’s Model
- most responses: fairly automatic control
- routine of responses
- clash between routine activities
— contention scheduling
- routine activities
— attention activated by
Supervisory Activating System (SAS)

A. Cerone, UNU-IIST — p.50/10
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Supervisory Activating System

SAS becomes active whenever the routine
selection of operations becomes

A. Cerone, UNU-IIST — p.51/10
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Supervisory Activating System

SAS becomes active whenever the routine
selection of operations becomes
— whenever an individual encounters:

- required decision
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Supervisory Activating System

SAS becomes active whenever the routine
selection of operations becomes
— whenever an individual encounters:

- required decision
. expectation failure
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Supervisory Activating System

SAS becomes active whenever the routine
selection of operations becomes
— whenever an individual encounters:

- required decision

. expectation failure
assessed as

danger
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Supervisory Activating System

SAS becomes active whenever the routine
selection of operations becomes
— whenever an individual encounters:

- required decision

. expectation failure
assessed as
danger

novelty
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Supervisory Activating System

SAS becomes active whenever the routine
selection of operations becomes
— whenever an individual encounters:

- required decision

. expectation failure
assessed as
danger
novelty
based on experience / mental model

A. Cerone, UNU-IIST — p.51/10



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

Supervisory Activating System

SAS becomes active whenever the routine
selection of operations becomes
— whenever an individual encounters:

- required decision

. expectation failure
assessed as
danger
novelty
based on experience / mental model

. emotion

A. Cerone, UNU-IIST — p.51/10
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Supervisory Activating System

SAS becomes active whenever the routine
selection of operations becomes
— whenever an individual encounters:

- required decision
. expectation failure
assessed as
danger

novelty
based on experience / mental model

. emotion
temptation, anger, ...

A. Cerone, UNU-IIST — p.51/10
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SAS activation in ATM

- required decision

A. Cerone, UNU-IIST — p.52/10
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SAS activation in ATM

- required decision
selections: kind of transaction, print balance
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SAS activation in ATM

- required decision
selections: kind of transaction, print balance

- danger

A. Cerone, UNU-IIST — p.52/10
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SAS activation in ATM

- required decision
selections: kind of transaction, print balance

- danger
card returned unexpectedly

A. Cerone, UNU-IIST — p.52/10
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SAS activation in ATM

- required decision
selections: kind of transaction, print balance

- danger
card returned unexpectedly

- novelty

A. Cerone, UNU-IIST — p.52/10
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SAS activation in ATM

- required decision
selections: kind of transaction, print balance

- danger
card returned unexpectedly

- novelty
keyboard on the screen,
cash given at earlier stage

A. Cerone, UNU-IIST — p.52/10
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SAS activation in ATM

- required decision
selections: kind of transaction, print balance

- danger
card returned unexpectedly

- novelty
keyboard on the screen,
cash given at earlier stage

. temptation

A. Cerone, UNU-IIST — p.52/10
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SAS activation in ATM

- required decision
selections: kind of transaction, print balance

- danger
card returned unexpectedly

- novelty
keyboard on the screen,
cash given at earlier stage

. temptation
message: enter a draw If you withdraw ...
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SAS activation in ATM

- required decision
selections: kind of transaction, print balance

- danger
card returned unexpectedly

- novelty
keyboard on the screen,
cash given at earlier stage

. temptation
message: enter a draw If you withdraw ...

. anger

A. Cerone, UNU-IIST — p.52/10



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

SAS activation in ATM

- required decision
selections: kind of transaction, print balance

- danger
card returned unexpectedly

- novelty
keyboard on the screen,
cash given at earlier stage

. temptation
message: enter a draw If you withdraw ...

. anger
message: no cash available

A. Cerone, UNU-IIST — p.52/10
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SAS activation in ATM (cont)

- required decision
<— choice operator
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SAS activation in ATM (cont)

- required decision
<— choice operator

- danger
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SAS activation in ATM (cont)

- required decision
<— choice operator

- danger
<— danger response = |leave the interaction
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SAS activation in ATM (cont)

- required decision
<— choice operator

- danger
<— danger response = |leave the interaction

- novelty
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SAS activation in ATM (cont)

- required decision
<— choice operator

- danger
<— danger response = |leave the interaction

- novelty
<— depends on the specific situation
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Danger Response in ATM

proc Danger =
danger -> | eave.l nt -> Danger
|] closure -> | eave.i nt -> Danger
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Danger Response in ATM

proc Danger =

danger -> | eave.l nt -> Danger

|] closure -> | eave.i nt -> Danger
[] card.in Danger []

A. Cerone, UNU-IIST — p.54/10



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

Danger Response in ATM

proc Danger =
danger -> | eave.l nt -> Danger
|] closure -> | eave.i nt -> Danger

[] card.in Danger []

The user will leave the interaction only in case of
- danger: user gives up achieving the goal
- closure: user has achieved the goal
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Danger Response in ATM

proc Danger =

danger -> | eave.l nt -> Danger

|] closure -> | eave.i nt -> Danger
[] card.in Danger []

The user will leave the interaction only in case of
- danger: user gives up achieving the goal
- closure: user has achieved the goal

We need to introduce a new action | eave_l nt In
the user model
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Extended User Model — 1

Goal: collect cash

proc Coll CashStart =
start int -> Coll CashToDo
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Extended User Model — 1

Goal: collect cash

proc Coll CashStart =
start int -> Coll CashToDo
cash_out -> Coll CashSt art
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Extended User Model — 1

Goal: collect cash

proc Coll CashStart =
start int -> Coll CashToDo
cash_out -> Coll CashSt art

proc Col | CashToDo =
| eave_int -> Col |l CashSt art

[] cash_out -> coll _cash
-> Col | CashDone
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Extended User Model — 1

Goal: collect cash

proc Coll CashStart =
start int -> Coll CashToDo
cash_out -> Coll CashSt art

proc Col | CashToDo =
| eave_int -> Col |l CashSt art

[] cash_out -> coll _cash
-> Col | CashDone

proc Col | CashDone =
cl osure -> | eave.l nt
-> Col | CashSt art

A. Cerone, UNU-IIST — p.55/10°



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

Extended User Model — 2

Non-goal Action: collect card

proc Coll CardStart =
start_int -> Coll CardToDo
card_out -> Col |l CardSt art
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Extended User Model — 2

Non-goal Action: collect card

proc Coll CardStart =
start_int -> Coll CardToDo
card_out -> Col |l CardSt art

proc Col |l CardToDo =
| eave_int -> Col | CardSt art
] closure -> Coll CardToDo
[] card_out -> coll _card
-> Col | Car dDone
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Extended User Model — 2

Non-goal Action: collect card

proc Coll CardStart =
start_int -> Coll CardToDo
card_out -> Col |l CardSt art

proc Col |l CardToDo =
| eave_int -> Col | CardSt art
] closure -> Coll CardToDo
[] card_out -> coll _card
-> Col | Car dDone

proc Col | CardDone =

| eave-Int -> Coll CardSt art
[] closure -> Col |l CardToDo
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Extended User Model — 3

Non-goal Action: insert card

proc CardlnStart =
start_int -> CardToDo
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Extended User Model — 3

Non-goal Action: insert card

proc CardlnStart =
start_int -> CardToDo

proc CardToDo =

| eave_int -> CardlnStart
[] closure -> CardToDo
[] card_in -> Cardl nDone
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Extended User Model — 3

Non-goal Action: insert card

proc CardlnStart =
start_int -> CardToDo

proc CardToDo =

| eave_int -> CardlnStart
[] closure -> CardToDo
[] card_in -> Cardl nDone

proc Cardl nDone =

| eave-Int -> Cardl nStart
[] closure -> Cardl nToDo

A. Cerone, UNU-IIST — p.57/10°
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Modelling SAS in ATM

- Routine Expectations = automaticity
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Modelling SAS in ATM

- Routine Expectations = automaticity
expect card_out
expect cash_out
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Modelling SAS in ATM

- Routine Expectations = automaticity
expect card_out
expect cash_out

- Expectations Fallure activates SAS
cash_out when card_out expected
card_out when cash_out expected
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Modelling SAS in ATM

- Routine Expectations = automaticity
expect card_out
expect cash_out

- Expectations Fallure activates SAS
cash_out when card_out expected
card_out when cash_out expected

. Attention Response
assessment (danger or novelty)
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Modelling SAS in ATM

- Routine Expectations = automaticity
expect card_out
expect cash_out

- Expectations Fallure activates SAS
cash_out when card_out expected
card_out when cash_out expected

. Attention Response
assessment (danger or novelty)
action (I eave_i nt or specific)
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Modelling SAS in ATM

- Routine Expectations = automaticity
expect card_out
expect cash_out

- Expectations Fallure activates SAS
cash_out when card_out expected
card_out when cash_out expected

. Attention Response
assessment (danger or novelty)
action (I eave_i nt or specific)
based on experience / mental model

A. Cerone, UNU-IIST — p.58/10°
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Routine Expectations in ATM

. expect cash_out before card_out
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Routine Expectations in ATM

. expect cash_out before card_out

proc Expectations =
pin -> expect_cash_out
-> Expectations
[] coll _cash -> expect _card_out
-> Expectations
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Routine Expectations in ATM

. expect cash_out before card_out

proc Expectations =
pin -> expect_cash_out
-> Expectations
[] coll _cash -> expect _card_out
-> Expectations

. expect card_out before cash_out

A. Cerone, UNU-IIST — p.59/10°



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

Routine Expectations in ATM

. expect cash_out before card_out

proc Expectations =
pin -> expect_cash_out
-> Expectations
[] coll _cash -> expect _card_out
-> Expectations

- expect card_out before cash_out

proc Expectations =
pin -> expect_card_out
-> Expectations
[] coll _card -> expect_cash_out
-> Expectations
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Expectations Failure in ATM

proc SAS = start_int -> Activation

[] card_out -> SAS
[] csh_out -> SAS
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Card Expectations Failure

proc SAS = start_int -> Activation
[] card_out -> SAS
[

] csh_out -> SAS

proc Activation expect _card_out ->
( card_out -> expect_net
-> Activation
|] cash_out -> cash_no_card
-> Activation
[] |eave.int -> SAS )
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Card Expectations Failure

proc SAS = start_int -> Activation
[] card_out -> SAS
[

] csh_out -> SAS

proc Activation expect _card_out ->
( card_out -> expect_net
-> Activation
|] cash_out -> cash_no_card
-> Activation
[] |eave.int -> SAS )

|] expect_cash_out -> ...
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Card Expectations Failure

proc SAS = start_int -> Activation
[] card_out -> SAS
[ ]

csh_out -> SAS

proc Activation expect _card_out ->
( card_out -> expect_net
-> Activation
|] cash_out -> cash_no_card
-> Activation
[] |eave.int -> SAS )

|] expect_cash_out -> ...
[] |eave.int -> SAS )
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Cash Expectations Failure

proc SAS = start_int -> Activation
[] card_out -> SAS
[ ]

csh_out -> SAS

proc Activation expect _card_out ->

|] expect_cash_out -> ...

( cash_out -> expect_net
-> Activation
[] card_out -> card_no_cash
-> Activation
[] | eavelint -> SAS )

[] I eave_l nt - > SAS ) A. Cerone, UNU-IIST — p.62/10
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Interaction with SAS in ATM

proc Interactionwth_SAS =

( Interaction
| {start_int, card_out,
cash_out, | eave.int } || SAS )
| {cl osure, | eave.i nt, card.in,
pi n, col | _card, col | _cash} ||
Danger
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SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

Failure Assessment in ATM
proc Assess =

card_no_cash -> coll _card
-> danger -> Assess % danger
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Failure Assessment in ATM
proc Assess =

card_no_cash -> coll _card
-> danger -> Assess % danger

cash_no_card-> col | _cash
-> ASSessS
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Failure Assessment in ATM
proc Assess =

card_no_cash -> coll _card
-> danger -> Assess % danger

cash_no_card-> col | _cash
-> Assess % novel ty
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Failure Assessment in ATM
proc Assess =

card_no_cash -> coll _card
-> danger -> Assess % danger

cash_no_card-> col | _cash
-> Assess % novel ty

expect _net ->
(coll _cash -> Assess
[] coll _card -> Assess)
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Failure Assessment in ATM
proc Assess =

card_no_cash -> coll _card
-> danger -> Assess % danger

cash_no_card-> col | _cash
-> Assess % novel ty

expect _net ->
(coll _cash -> Assess
[] coll _card -> Assess)

based on task knowledge
and maybe experience / mental model

A. Cerone, UNU-IIST — p.64/10
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Attention Response in ATM

proc Attention_Response =

( Interaction_w th_SAS
| {pi n, expect _cash_out,
col | _cash, expect _card_out } ||
Expectations )
| {expect net,
card_no_cash, cash_no_card,

col | _cash, col | _card, danger } ||
ASsess

eeeeeee

UNU-IIST — p.65/10°
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MC Attention Response

- machine that delivers cash first
meets user expectation
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MC Attention Response

- machine that delivers cash first
meets user expectation — MC.:
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MC Attention Response

- machine that delivers cash first
meets user expectation — MC.:
doesn’t meet user expectation
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MC Attention Response
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meets user expectation — MC.:
doesn’t meet user expectation — MC:
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MC Attention Response

- machine that delivers cash first
meets user expectation — MC.:
doesn’t meet user expectation — MC:

- machine that delivers card first
meets user expectation
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MC Attention Response

- machine that delivers cash first
meets user expectation — MC.:
doesn’t meet user expectation — MC:

- machine that delivers card first
meets user expectation — MC.: Yes
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MC Attention Response

- machine that delivers cash first
meets user expectation — MC.:
doesn’t meet user expectation — MC:

- machine that delivers card first
meets user expectation — MC.: Yes
doesn’t meet user expectation
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MC Attention Response

- machine that delivers cash first
meets user expectation — MC.:
doesn’t meet user expectation — MC:

- machine that delivers card first
meets user expectation — MC.: Yes
doesn’t meet user expectation — MC:
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MC Attention Response

- machine that delivers cash first
meets user expectation — MC.:
doesn’t meet user expectation — MC:

- machine that delivers card first
meets user expectation — MC.: Yes
doesn’t meet user expectation — MC:
Why?

A. Cerone, UNU-IIST — p.66/10
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MC Attention Response

- machine that delivers cash first
meets user expectation — MC:
doesn’t meet user expectation — MC:

- machine that delivers card first
meets user expectation — MC.: Yes
doesn’t meet user expectation — MC:
Why?
Because by receiving the card instead of
the expected cash, the user believes the
card has been rejected and is in danger of
being confiscated If used again

A. Cerone, UNU-IIST — p.66/10°
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History of Formal HCI

Safety Motivation

A. Cerone, UNU-IIST — p.67/10



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

History of Formal HCI

Safety Motivation

Human Reliability Assessment
techniques [Svenson 1989, Kirwan 1990]

A. Cerone, UNU-IIST — p.67/10°



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

History of Formal HCI

Safety Motivation

Human Reliability Assessment
techniques [Svenson 1989, Kirwan 1990]

Formal Methods techniques for the
analysis of

expected effective operator behaviour
[Liskov and Wing 1994, Leveson 1990]

errors effectively performed by the operator
[Johnson 1997]
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History of Formal HCI

Safety Motivation

Human Reliability Assessment
techniques [Svenson 1989, Kirwan 1990]

Formal Methods techniques for the
analysis of

expected effective operator behaviour
[Liskov and Wing 1994, Leveson 1990]

errors effectively performed by the operator
[Johnson 1997]

human behaviour is unpredictable

A. Cerone, UNU-IIST — p.67/10°
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History of Formal HCI (cont.)

Unpredictable Behaviour
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History of Formal HCI (cont.)

Unpredictable Behaviour

: Cognitively Plausible Behaviour
[Butler et al. 1998, Butterworth et al. 2000,
Rushby 2002, Curzon and Blandford 2004]
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History of Formal HCI (cont.)

Unpredictable Behaviour

: Cognitively Plausible Behaviour
[Butler et al. 1998, Butterworth et al. 2000,
Rushby 2002, Curzon and Blandford 2004]

Security Motivation

Usabillity affects Security [Zurko 2005,
Cerone and Curzon 2007]
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Task Fallure and ATC Example
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ATM Properties in LTL

Functional Correctness:
The ATM machine will eventually deliver cash
O(ready — <cash_out)

Safety:
The ATM machine will eventually return the card

O(ready — <card_out)

coll_casn

cash_out card_out

card_in pin coll_card
ready
A—€erone, UNU-IIST — p.71/10°
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Example: ATM Machine

coll_casn

cash_out card_out

card_in pin coll_card

ready
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Example: ATM Machine

Goal: O(ready — <coll_cash)

coll_casn

cash_out card_out

card_in pin coll_card
ready
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Example: ATM Machine

Goal: O(ready — <coll_cash)

Safety: O(ready — <coll_card)

coll_casn

cash_out card_out
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Example: ATM Machine

Goal: O(ready — <coll_cash)
Safety: O(ready — <coll_card)
Task: O(ready — ((<coll_cash) A (<coll_card)))

coll_casn

cash_out card_out

card_in pin coll_card
ready
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Refined ATM Machine

coll_casn

cash_out card_out

card_in,—~ pin coll_card
N

ready
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Refined ATM Machine

ready —\ cash out
4 I

pin

cash_out

pin

cash_out coll_casn

N
N
pin card_out

~card_in coll_card

ready

A—€erone, UNU-IIST — p.73/10



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

ATM: Task Failure

Goal: O(ready — <coll_cash)
Safety: O(ready — <coll_card)

Task: O(ready — ((<coll_cash) A ($coll_card)))

A. Cerone, UNU-IIST — p.74/10°



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

ATM: Task Failure

Goal: O(ready — <coll_cash)
Safety: O(ready — <coll_card)

Task: O(ready — ((<coll_cash) A ($coll_card)))

— O((<ceall_cash) A (<coll_card))
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ATM: Task Failure

Goal: O(ready — <coll_cash)
Safety: O(ready — <coll_card)

Task: O(ready — ((<coll_cash) A ($coll_card)))

<&( (8- coall_cash) v (O-coll_card))
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ATM: Task Failure

Goal: O(ready — <coll_cash)
Safety: O(ready — <coll_card)

Task: O(ready — ((<coll_cash) A ($coll_card)))

(O- coll_cash) v (O- coll_card))
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Task Faillure Decomposition

(0= coll_cash) v (O— coll_card))
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Task Faillure Decomposition

(0= coll_cash) v (O— coll_card))

1. input wrong pin three times in a row
— card confiscated and cash not collected
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Task Faillure Decomposition

(0= coll_cash) v (O— coll_card))

1. input wrong pin three times in a row
— card confiscated and cash not collected
(O- coll_cash) A (O coll_card))
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Task Faillure Decomposition

(0= coll_cash) v (O— coll_card))

1. input wrong pin three times in a row
— card confiscated and cash not collected
(O- coll_cash) A (O coll_card))

2. collect cash but not card
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Task Faillure Decomposition

(0= coll_cash) v (O— coll_card))

1. input wrong pin three times in a row
— card confiscated and cash not collected
(O- coll_cash) A (O coll_card))

2. collect cash but not card
(<&coll_cash) A (O- coll_card))
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Task Faillure Decomposition

(0= coll_cash) v (O— coll_card))

1. input wrong pin three times in a row
— card confiscated and cash not collected
(O- coll_cash) A (O coll_card))

2. collect cash but not card
(<&coll_cash) A (O- coll_card))

3. collect card but not cash
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Task Faillure Decomposition

(0= coll_cash) v (O— coll_card))

1. input wrong pin three times in a row
— card confiscated and cash not collected
(O- coll_cash) A (O coll_card))

2. collect cash but not card
(<&coll_cash) A (O- coll_card))

3. collect card but not cash
(<&coll_card) A (O- coll_cash))
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TF Psyc. Interpretation

either card or cash 1s not collected

1. iInput wrong pin three times in a row
— card confiscated and cash not collected
<— pin forgotten

2. collect cash but not card
<— forget to collect card due to
postcompletion error

3. collect card but not cash
<— forget to collect cash
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Operator Choice Model

Scanning: The operator searches the interface for a certain
property.
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Operator Choice Model

Scanning: The operator searches the interface for a certain
property.

|dentification: The operator identifies part of the interface
that may represent the property.
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Operator Choice Model

Scanning: The operator searches the interface for a certain
property.

|dentification: The operator identifies part of the interface
that may represent the property.

Classification: The operator
e assesses whether the property is ;

* if so, gives some form of priority to the property.

A. Cerone, UNU-IIST — p.79/10
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Operator Choice Model

Scanning: The operator searches the interface for a certain
property.

|dentification: The operator identifies part of the interface
that may represent the property.

Classification: The operator
e assesses whether the property is

* if so, gives some form of priority to the property.

DecISIoN on how to resolve the situation.
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Operator Choice Model

Scanning: The operator searches the interface for a certain
property.

|dentification: The operator identifies part of the interface
that may represent the property.

Classification: The operator
e assesses whether the property is ;

* if so, gives some form of priority to the property.

DecISIoN on how to resolve the situation.

Action to be performed as a series of interaction with the inter-
face.

A. Cerone, UNU-IIST — p.79/10
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OCM for Nuclear Plant

Scanning: The operator scans among each of the individual
reactor readouts on the interface searching for any anomalies.

|dentification: The operator identifies a particular readout.

Classification: The operator

e assesses whether the identified readout describes a normal
or operation of the plant;

 if abnormal, gives a priority to the operation according to its
urgency to be resolved.

Decision on how to resolve the abnormal situation.

Action to be performed as a series of interaction with the inter-
face and with internal and/or external authorities. A. Cerone, UNU-IIST — p.80/10
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OCM for Air Traffic Control

Scanning: The operator scans among each pair of aircraft
searching for a pair that may violate separation.

|dentification: The operator identifies a pair of aircraft.

Classification: The operator

* assesses wWhether the identified pair of aircraft will eventually
violate separation ( ) or not (not in conflict);

* if s, gives a priority to the conflict according to its urgency
to be resolved.

Decision on how to resolve the conflict.

Action to be performed as a series of interaction with the inter-

face. A. Cerone, UNU-IIST — p.81/10
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AlIr Traffic Control (ATC)

- Alircraft fly along straight-line segments —
called flight paths — between waypoints
within a fixed sector of airspace.

A. Cerone, UNU-IIST — p.82/10°
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AlIr Traffic Control (ATC)

- Alircraft fly along straight-line segments —
called flight paths — between waypoints
within a fixed sector of airspace.

- Aircraft horizontal separation must be at least
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AlIr Traffic Control (ATC)

- Alircraft fly along straight-line segments —
called flight paths — between waypoints
within a fixed sector of airspace.

- Aircraft horizontal separation must be at least

- A pair of aircraft violate separation when the
horizontal distance between them is
(separation violation).

A. Cerone, UNU-IIST — p.82/10°
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AlIr Traffic Control (ATC)

- Aircraft fly along straight-line segments —
called flight paths — between waypoints
within a fixed sector of airspace.

- Aircraft horizontal separation must be at least

- A pair of aircraft violate separation when the
horizontal distance between them is
(separation violation).

- A pair of aircraft is in conflict when their
pathways are such that the two aircraft will

A. Cerone, UNU-IIST — p.82/10°
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ATC Simulator

- The ATC operator’s task involves monitoring
the movement of aircraft on a screen, looking
for pair of aircraft that may violate separation.

A. Cerone, UNU-IIST — p.83/10
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ATC Simulator

- The ATC operator’s task involves monitoring
the movement of aircraft on a screen, looking
for pair of aircraft that may violate separation.

- When such a conflict is detected, the operator
uses a mouse to select one of the aircraft and
change its speed using a pulldown menu.

A. Cerone, UNU-IIST — p.83/10
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ATC Simulator

- The ATC operator’s task involves monitoring
the movement of aircraft on a screen, looking
for pair of aircraft that may violate separation.

- When such a conflict is detected, the operator
uses a mouse to select one of the aircraft and
change its speed using a pulldown menu.

- The goal of the task is to resolve all conflicts
before they violate separation, while

A. Cerone, UNU-IIST — p.83/10
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ATC Simulator

- The ATC operator’s task involves monitoring
the movement of aircraft on a screen, looking
for pair of aircraft that may violate separation.

- When such a conflict is detected, the operator
uses a mouse to select one of the aircraft and
change its speed using a pulldown menu.

- The goal of the task is to resolve all conflicts
before they violate separation, while

- We have a task failure when

A. Cerone, UNU-IIST — p.83/10
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ATC Simulator Screenshot
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ATC Simulator Screenshot

Operators interact with the simulatQr via
two main Ul functions:::.
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ATC Simulator Screenshot

Operators interact with the simulatQr via
two main Ul functions::.

i
selectlng”(by hlghllghtlng) a single”
aircraft;
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ATC Simulator Screenshot

Operators interact with the simulatQr via
two main Ul functions::.

i
selecting (by hlghllghtlng) a single”
aircraft;

£ ik -
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- &‘E & WEDEEEIBIHTED WE

i~ 34I néh

changing the Speed of the selected
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Speed Menu

MTS
iB7
310 kmih
QT Kl WwE
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Speed Menu

AMTS
iB7
310 kmih
QT Kl WwE

Open the menu by clicking the right button.
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Speed Menu

M5
T

310 kmdh

Open the menu by clicking the right button.
The menu appears at the position of the cursor.
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Speed Menu

M5
T

310 kmdh

Open the menu by clicking the right button.

The menu appears at the position of the cursor.

Selected the speed by left clicking on the desired
menu entry.
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Operator Erros

- slip: Inadvertedly select a wrong or the current
speed
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Operator Erros

- slip: Inadvertedly select a wrong or the current
speed
<= selction task closure (cognitive problem)
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Operator Erros

- slip: Inadvertedly select a wrong or the current
speed
<= selction task closure (cognitive problem)

- mistaken identity: change the spead of an
aircraft different from the intended one

A. Cerone, UNU-IIST — p.86/10



SEFM School, Pisa, Italy, 9 Sep 2010 Contents|| FormTool ||ATM||HCI||[ModHB!| ATM-Rev|| CognErr | Attent|| Hist | TaskFail ||/ ATC | Refs

Operator Erros

- slip: Inadvertedly select a wrong or the current
speed
<= selction task closure (cognitive problem)

- mistaken identity: change the spead of an
aircraft different from the intended one
<— the menu appears at the position of the
cursor (usability problem)
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Operator Erros

- slip: Inadvertedly select a wrong or the current
speed
<= selction task closure (cognitive problem)

- mistaken identity: change the spead of an
aircraft different from the intended one
<— the menu appears at the position of the
cursor (usability problem)

- mis-classification, mis-prioritization, conflict
generation
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Operator Erros

- slip: Inadvertedly select a wrong or the current
speed
<= selction task closure (cognitive problem)

- mistaken identity: change the spead of an
aircraft different from the intended one
<— the menu appears at the position of the
cursor (usability problem)

- mis-classification, mis-prioritization, conflict
generation

The operator can recover from these errors with-
out causing ( )
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Task Faillure Decomposition

O-1p Is decomposed as O— s,

Ocp A O(cpg — O9)
Scan Odp A O(dy — O9)
[ ] |s
a .
Cp| /ldentify - <AC'[IOH
Part \; 3

Y

. C
\CC assify p>_p< Dgrc]:lg Intgrr:trl)orD
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Task Faillure Decomposition

O-1p Is decomposed as O— s,

Ocy A O(Cp — O9)
Scan Odp A O(dy — (O9)
[ [ Is
a .
Cp| /ldentify - <Actlon
Part \; 3

Y

. C
\CC assify p>_p< Dgrc]:lg Intgrr:trl)orD
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Single Mis-prioritisation

Co — (OS
(phenotype error)
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Single Mis-prioritisation
Co — (OS

(phenotype error)

Possible genotype errors are
- mis-calculation
- mis-storage
- mis-retrival

of the time planned for corrective actions
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Single Mis-prioritisation
Co — (OS
(phenotype error)
Possible genotype errors are
- mis-calculation
- mis-storage
- mis-retrival

of the time planned for corrective actions

— possible recovery
(through new calculation at a next scan)
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Persistent Mis-prioritisation
Ocp A O(cp — O9)
(phenotype error)
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Persistent Mis-prioritisation
Ocp A O(cp — O9)
(phenotype error)

Possible genotype errors

- perception distorted =—> memory of result of
previous mis-calculation keeps emerging

due to
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ATC: References

Peter Lindsay and Simon Connelly. Modelling Erroneous Operator Behaviours
for an Air-Traffic Control Task. AUIC 2002.
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ATC: References

Peter Lindsay and Simon Connelly. Modelling Erroneous Operator Behaviours

for an Air-Traffic Control Task. AUIC 2002.

Antonio Cerone, Peter Lindsay and Simon Connelly. Formal Analysis of

Human-computer Interaction using Model-checking. SEFM 2005.

Antonio Cerone, Simon Connelly and Peter Lindsay. Formal Analysis of Human
Operator Behavioural Patterns in Interactive Surveillance Systems. Software
and System Modeling 7(3), Springer, pages 273-286, 2008.
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Task Faillure Decomposition

O-1p Is decomposed as O— s,

Ocp A O(Cp — O9)
Scan Odp A O(dy — O9)
[ ] |s
a .
Cp| /ldentify - <AC'[IOH
Part \; 3

Y

. C
\CC assify p>_p< Dgrc]:lg Intgrr:trl)orD
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Complete Decomposition

O-1p Is decomposed as O— s,

Ocp A O(cp — O9)
@ Scan E\ Odp A O(dy — OS)
. Crp AB(cp — O[SV Ip))

S
a .

Cp| /ldentify - <Actlon
Part = ;

Y

. C '
\CC assify p>_p< Dgglgwntggtﬁo
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Contrary Decision Process
(phenotype error)

Possible genotype error Is

- memory of previous decisions on similar pairs
resulting In unnecessary actions

due to
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Error Cause

What caused such an error?
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Error Cause

What caused such an error?

. use of the same action name n to denote the
results of two cognitive processes
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Error Cause

What caused such an error?

. use of the same action name n to denote the
results of two cognitive processes

- alm at an elegant and easy to understand (to
psychologists) formal model
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Error Cause

What caused such an error?

. use of the same action name n to denote the
results of two cognitive processes

- alm at an elegant and easy to understand (to
psychologists) formal model
— focus on of formulae
rather than on their interpretation on the model
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Exercise: Counterexample?

Find and analyse the counterexample
which falsifies completeness
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Exercise: Counterexample?

Find and analyse the counterexample

N\
Scan ﬁ\\

A A
S

a
Cp| /ldentify - Actlon>
Qa” g .
Np S W Ny,
. C
\CC assify p>_p<D§r(1:|g Intgrrlltlgo>
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Exercise: Counterexample?

Find and analyse the counterexample
S— 3 — Cp > S »SH—Ch—Np—>S— ...

Tt
I 1 s
Co @ntify

Part N
v T T

Y

\<C assify p>&<D§§ige>
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Exercise: Counterexample?

Find and analyse the counterexample
SHSp—>Cp > S >Sp—>Cp—>np >S

T
I 1 |s
Co @ntify

Part -
e

Y

\<C assify p G 3§ﬁige>
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Exercise: Counterexample?

Find and analyse the counterexample
SHSp—>Cp > S >Sp—>Cp—>np >S

i Scan k\ no_intended responsey, :
I 1 |s
Co @ntify

Part -
e

Y

\<C assify p G Dgﬁige>
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Exercise: Counterexample?

Find and analyse the counterexample
S—%@—)Cp > S >Sp—>Cp—>np >S

Scan no_intended_responsey, :
[ 1— Sp

bt s Osp A O( )
Cp| /ldentify
Part g
p S dp W Np
\<C assify p “ 3§ﬁige>
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Exercise: Counterexample?

Find and analyse the counterexample

SHSp—>Cp > S >Sp_4>®—>np >S

Scan no_intended_responsey, :
(1= Sp

f Fls Oy A DO(s V Cp— Onp)
: Ocp A O( )
Cp| /ldentify
Part g
p S dp Wnp
\<C assify p “ 3§ﬁige>
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Exercise: Counterexample?

Find and analyse the counterexample
SHSp—>Cp > S >Sp—>Cp—>np >S

Scan no_intended_responsey, :
(1= Sp

} Fls Oy A DO(s V Cp— Onp)
e| /identity Ocp A O(cp — O9)
p AO(dy, — ()s
Qart g (G = O9)
Np S dp Wnp
\<C assify p “ 3§ﬁige>
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Exercise: Counterexample?

Find and analyse the counterexample
SHSp—>Cp > S >Sp—>Cp—>np >S

Scan no_intended_responsey, :
[ 1— Sp

Fls Oy A DO(s V Cp— Onp)
e| /identity Ocp A O(cp — O9)
P Sda A O(dy — 0)S
Qart g P (G = O9)
p S dp W Np

\<C assify p G 3§ﬁige>
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